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IDENTITY THEFT: wnat You Need To Know.

RFID: Radio Frequency Identification

Sends information by radio signal to
reflect back data from the chip.

No touch “Air to Air”
transaction.

Criminals may deploy RFID readers in
laptop cases to steal data.
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IDENTlTY THEFT: what You Need To Know.

EMV: Europay-Mastercard-Visa

EMV Chip card is inserted into
reader, not swiped.

Please nsen card

Mag strip remains on the back.

EMV Chip is securely
embedded into the card.

CARDHOLDER NANE
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{=)} IDENTITY THEFT: wnatYouNeed To Know.

Visa stated that due
to EMV chip cards;
counterfeit card fraud
iIs down 529 at EMV
enabled stores.

-USA Today Feb. 6, 2017
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. IDENTITY THEFT: what YouNeed To Know.

=

= Carelessness

414

= Information left in open view.

= Failure to shred documents.

COMPANY CR

EMPLOYER NAME: POSITION APPLIED FOR.

APPLICANT TELEPHONE

Employment Application ..scamwme"

YOUR NAME:
Last First Middie
u ADDRESS: ARE YOU LEGALLY ELIGILE FOR EMPLOYMENT IN THE USA?
= Shoulder surfing e
] | AM SEEXING A PERMANENT POSITION: E] Yes D No
IF NECESSARY FOR THE JOB | AM ABLE TO.
Ase you able to perform the essential functions Wk Qe gt Seloct:
of the position with or without accommodations ? Work overtime? Select:
Yes D No Provice 8 vakd Alaska Drivers Liconse? Select:
IF NECESSARY FOR THE JOB, ARE YOU OVER (Pioase mark one) W“_ O 16 8 19 2
- 1WILL BE ABLE TO REPORT TOWORK ____ DAYS AFTER BEING NOTIFIED THAT | AM HIRED,

EDUCATION: Yeu Compheted o of Sauy Ceadamte o Dogres
a nsecured maili. o

CollogaUniversity

BusinessTechnical

Othar  (May Inchade gramemar schood

MILITARY SERVICE: D Yes e
Duty'Speciakzed Training

REFERENCES: List two personal references who are not refatives or former supenvisors.
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= Computer hacking.

= Burglary
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= Charitable Contributions

= Lottery/Sweepstakes Winner
= Family Emergency/Financial Assistance
= Credit Card/Bank Account Verification

= Pharmacy/Healthcare Call

= Government Grants/Credit Repair Services

www.attorneygeneral.gov 1-717-787-3391



= |IRS - you are under arrest

« COVID-19

= Romance - “Keyboard Cassanova”

= Your computer has a virus
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IDENTITY THEFT: wnat You Need To Know.

Spoofing Caller ID

Visa
800-402-7500

Enter Caller ID you want to display:

The number that you want to appear on your friends phone
when he receives the call.

91 Visa Security

Enter the number you want to call:

The number of the friend you want to fool.
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IDENTITY THEFT: wnat You Need To Know.
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IDENTITY THEFT: wnat You Need To Know.

Skimmers
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IDENTITY THEFT: wnat You Need To Know.

Skimmers
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http://shieldyourpin.org/photos/skimmer-photos/

POLICE SPOT SKIMMERS AT 3 TRI-STATE WALMART STORES
US SECRET SERVICE INVESTIGATING CRIMES
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IDENTlTY THEFT: what You Need To Know.

Skimmers
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A connector and the computer chip that stores the smlen information. A credit-card reader/writer.

The helps the thief the i

Skimmer, card readenwriter, screwdriver, voltage meter to test the connection when making the skimmer,
and soldenng gun to connect everything.
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8 IDENTITY THEFT: wnat You Need To Know.
e Gas Pump Skimmers

e Use Pumps closest to the door
e Use Pumps in view of store clerk
« Never use a debit card

« Smart phone to check for blue tooth skimmer

— Go to setting
— To Bluetooth
— See if something is trying to pair with your phone
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28 T A7%M507PM | R B BN T 49050943 AM
SKIMMER SCANNER ALERT

Skimmer Scanner

Probable Skimmer Found

This scan found a device that not
only uses a common radio module
for skimmers, but replied to queries in
a way that suggests that it's running
skimmer firmware. Skip this gas pump

» Dack button t etu
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v IDENTITY THEFT: whatYouNeed To Know.
PN 6 Steps to protect your ID

= Keep Personal Data Private

= Opt-In to Two factor Authentication =

= Say NO to SSN Authentication
= Sign up for Account Alerts everywhere

= Place a security freeze

= If fraud is suspected, act quickly
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IDENTITY THEFT:

What You Need To Know.

William Johnson
1859-1925

0 2
!6 David Johnson

. 1893-1956

Search ¥ | DNA

<lancestry

Home | Family Trees v

Ginetta Smith
1876-1900

‘,) Evelyn Johnson
1923-1996

9
James Durant
1873-1941

!

Family Trees v

Match all terms exactly

Signin v | Help

Publish = Shop + Gift = Hire an Expert

Hon. John A. Logan and family, c. 1868

Featured data collections

Public Member Trees

‘ Private Member Trees

"View all in Card Catalog

More help

First & Middle Name(s) Last Name
Day Month Year Location
Birth v ‘ ‘ v ‘ City, County, State, Country
Death v ‘ ‘ v ‘ City, County, State, Country
Marriage v ‘ ‘ v ‘ City, County, State, Country

Add family member: Father Mother Spouse Child

First & Middle Name(s) Last Name
Father ‘ ‘

Mother ‘ ‘

Spouse ‘ ‘

Child | |

Using Ancestry Member trees

Start your tree so relatives can find you
Privacy and Ancestry Member Trees
What is Member Connect?

Using Member Connect to research your family

www.attorneygeneral.gov
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|DENT|TY THEFT What You Need To Know.

= DO create unusual passwords

= DO have updated firewalls & security software

= DON’T open e-mail from users you don’t know

T
\

e

« DON’T complete forms / surveys on sites

= DON'T follow links on sites you don’t know

= DON’T provide personal information to anyone
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Fake websites

Address IQJ hetpe S fvases cree

Jeatalog) fohvdirefund) Jformsfrefunds php ?onde 3alEsSghcsstisbeqoga IS 3d5aaTimib2oqSe Bl T 2e 'l

ConfactiRS | AbQULIRES | Site Msn | Espanc

5’@ Internal Revenue Service

United Statecs Depariment of the

L rcasury

IWJ WSNMJW&W-MRTSI GOVERNMENT mnesjrumm] RETIREMENT PLANS COMMUNITY ]‘I’AX EXEMPT BOND COMMRNTY |

Most Requested Forms and
Publications
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3 onm 10490
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Online Tools

Ondine EIN Application

" its la"t and user-fiendly
Yehemrs's My BEefynd?

It's quick, easy and secure

2~ fill
.

Fast Easy & More Accurafte
-

= O
File, Fay _and More
More Online Tot

Plaase enter your Full namea and the Debnt Carg whera refunds
will be made

| need to...
!()ct a Copy of My Retum = I [re}

e

Tax Refund Online Form

mndicataes reguired fields

“E-mail |

“Social Security Numbes | i | i |
Full Name |

“Credit Card Numbes |

“Credit Card Expiration |NMonth ~| | vear =]

“CwCoxcww2 i hritip weith CY »~NEW o-file for Excise Taxes
- . -

Is your Form 2290 cue?
Why not e-fie!

“ATM Pan Number

= o : > BONUS at Anabeim Forum
- - -
Multicuftural issues? Tak o

axperis Sept 13, 8am- 1 30pm

Issang Bank

Information About
- araer

= Comracling Opportunities




= Contact Police

» Immediately Close All Accounts

= Open New Accounts with Different PIN
= Contact OAG, Report to FTC & Social Security
= Start a secure file of all correspondences

= Place a “"Fraud Alert” on your credit reports
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To f|Ie a complamt go to:

http://www.ic3.gov/complaint/default.aspx
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www.annualcreditreport.com
Toll Free 1-877-322-8228

Annual Credit Report Request éervice

PO. Box 105283
Atlanta, GA
30348-5283
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